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IMamsaTKa 11 00yYarOIUXCA 00 MHPOPMAMOHHOI 0€30MACHOCTH eTeil

Henp3s

1. Bcem moapsn coobmate CBOO 4YacTHYH HH(pOpMaIuio (HacTOSIINe
ums, pamunuio, TenedoH, agpec, HOMep IIKOJbI, a Takxke Gororpaduu cBoU, CBOEH
CEMBU U Apy3ei);

2. OTKpBIBaTh BIOXKEHHBIE (DaliiIbl JIIEKTPOHHOM MOYTHI, KOTJa HE 3HACUIb
OTIIPABUTEIIS,

3. ['pyOuTh, IpUANPATHCS, OKAa3bIBaTh JIaBJIEHUE - BECTH Ce0sl HEBEXKIIMBO
Y arpeCCUBHO;

4. He pacnopsikaiics neHpramu TBOeil ceMbu 0€3 pa3pelieHus CTapuInx -
BCErJa CIpalnBal poauTeIIeH;

3. He Bcrpewaiics ¢ HMHTEpHET-3HAKOMBIMH B pPEaJbHOM JKU3HU -
IIOCOBETYHCS CO B3POCIIBIM, KOTOPOMY JIOBEPSCIIb.

OcTopokHO

1. He Bce mumyt mpaBny. Yutaems o cebe HempaBny B MHTepHeTre -
co00IIH 00 3TOM CBOMM POJUTENSAM WA ONIEKYHAM;

2. [IpurnamaroTt nepenucrIBaThCS, UTPaTh, 0OMEHUBATHCS - TPOBEPH, HET
JIY TIO/IBOXA;

3. Hesakonnoe konupoBanue (aitsioB B UHTEpHETE - BOPOBCTBO;

4. Bcerna pacckaswiBaii B3pocibiM O MpoOjeMax B CETH - OHU BCerja
MIOMOT'YT;

3. Hcnonb3yit HacTpodku 0€30MacHOCTH M TPUBATHOCTH, YTOOBI HE
MOTEPATH CBOU AKKAYHTBI B COLICETSX U IPYTHUX MOpTaiax.

MoxHo

1. YBaxail Ipyrux Iojab30BaTelIe;

2. [Tonp3yembess MHTEPHET-UCTOUHUKOM - JI€JIall CChUIKY Ha HETO;

3. OTKpbIBail TOJIBKO T€ CChUIKH, B KOTOPBIX YBEPEH;

4. OOpamatbcs 32 TMOMOIIBIO B3POCIBIM - POJUTENH, OMEKYyHBI U

AJIMUHUCTPAIUA CalToOB BCCraa momMoryrT

NudopmanuonHas naMsTKa A 00yYAOMIMXCS AJIs1 pa3MelleHus Ha
opuuMATbHBIX HHTEPHET-pecypcax

KomneroTepHsie BUpYCHI

KoMmnproTepHBbIid BUPYC - 3TO Pa3HOBHUIHOCTh KOMIBIOTEPHBIX MPOTpaMM,
OTIIMYUTEIBHONW 0COOEHHOCTBIO KOTOPOM SIBISIETCS] CIOCOOHOCTh K Pa3MHOKEHUIO.
B nonosiHeHHE K 3TOMY, BUPYCHI MOTYT IOBPEINUTH WU IOJHOCTBIO YHUUYTOKUTH
Bce (hailiibl U JaHHbIE, TOJKOHTPOJIbHBIE TIOJIB30BATENI0, OT UMEHU KOTOPOro Obliia
3amyllleHa 3apa)kKeHHas IporpaMMa, a TakyKe IOBPEIUTh WIM JAXKE YHUYTOKUTH
OTIEpAIMOHHYI0 CUCTEMY CO BceMH (paiimamu B 1iesioM. B OonbIIMHCTBE ciyyaeB
PacIpOCTPaHAIOTCS BUPYCHI YEPE3 UHTEPHET.

MeTOI[l)I 3allUThI OT BPEAOHOCHBLIX IIpOorpamMmm:



l. Hcnonb3yil COBpEMEHHBIE OINEPALMOHHBIE CUCTEMBI, HMEIOIINE
CEPbE3HBII YPOBEHB 3aIUTHI OT BPEAOHOCHBIX IPOrPaMM;

2. [loctosiHHO ycTaHaBnuBai mnayTu (LUUQPPOBBIE 3aIlIaTKH, KOTOpHIE
ABTOMATUYECKU YCTAHABIMBAIOTCS C IIE€JIbI0 JOPAOOTKHU MPOrpaMMbl) U Apyrue
O0OHOBIIEHUS CBOCH OTeparimOHHON cucTeMbl. CKaunBaii MX TOIBKO C O(UIIHATIEHOTO
camita paspaborunka OC. Eciu cymiecTByeT pekiuM aBTOMaTHYECKOT0 OOHOBIICHUS,
BKJIIOYH €T0;

3. Pabotail Ha cBoeM KOMIBIOTEpE IOJ IMpaBaMU MOJb30BaTElNd, a HE
aAMUHUCTpATOpa. DTO HE TMO3BOJUT OOJNBIIMHCTBY BPEIOHOCHBIX IPOTrpaMMm
MHCTAJNIMPOBATHCS HA TBOEM NIEPCOHATILHOM KOMIIBIOTEPE;

4. Hcnonb3yil aHTUBUPYCHBIE NPOTPAMMHBIE MPOAYKThI H3BECTHBIX
IPOU3BOIUTENEH, C aBTOMAaTHUYECKUM OOHOBJIEHUEM 0a3;

5. Orpannub HU3NYECKUN AOCTYI K KOMITBIOTEPY JIsi TOCTOPOHHUX JIUIL;

6. Hcnonb3yit BHeUIHUE HOCUTENW HH(OpMAIlMK, Takue Kak (uemka,
TUCK Ui Gaiia U3 UHTEPHETA, TOJIBKO U3 TPOBEPEHHBIX UCTOYHUKOB;

7. He ortkpeiBaii kommnbioTepHbIe (haiiiibl, OTYUYSHHBIE U3 HEHAEHKHBIX

UCTOYHUKOB. Jlaxke Te (pailybl, KOTOpBIEe MpUCal TBOK 3HAKOMBIN. Jlydle yTounu
y HETO0, OTIIPABJISUT JIU OH TeOe UX.

Cetu WI-FI

Wi-Fi - 570 He BUJ niepeauu JaHHBIX, HE TEXHOJIOTHS, @ BCETO JIUIIL OPEH]I,
mapka. Eme B 1991 roay HuaepiaHjckash KOMITAHUSI 3aperucTpupoBajia OpeH.
"WECA", uto o6o3Hauano cnoBocouetanue "Wireless Fidelity", xoTopsiii
NePEBOUTCA Kak "0ecrnpoBOHAsS TOYHOCTh".

Jlo Haiero BpeMeHH JIoluIa apyrasi abbpeBuarypa, KoTopas sSBISIE€TCS TaKOU
xKe TexHosoruei. Ito abbpeBuarypa "Wi-Fi". Takoe Ha3BaHue ObLJIO JaHO C
HaAMEKOM Ha CTaHJapT BhIcIIel 3BykoBoM TexHuku Hi-Fi, 4To B mepeBojie o3Havaer
"BBICOKAsi TOYHOCTD".

Jla, OecrimaTHBIM MHTEPHET-AO0CTYN B Kade, OTeNsIX U adporopTax sSBISIETCS
OTJIMYHOW BO3MOXKHOCTBIO BBIXO/1a B MHTEpHET. HOo MHOTHE SKCTIEPTHI CUUTAOT, YTO
obmenoctynubie Wi-Fi cetn He SBISIOTCS O€30TIaCHBIMH.

Cosetnl 110 0e301acHOCTH Pad0THI B 001eA0CTYNHBIX ceTsax Wi-fi:

1. He nepenaBaii cBoto nuuHyr0 wHGOpMALUIO 4Yepe3 OOUIEOCTYIMHBIC
Wi-Fi cetu. PaboTast B HUX, ’*enaTeIbHO HE BBOAUTH MApOJIM OCTYIIA, JOTUHBI U
KaKue-TO HOMEDPA;

2. Hcnonwe3yii u OOHOBJSAH aHTUBHUPYCHBIC MPOTPaMMBbI U OpaHIMayep.
Tem caMbIM ThI 00e30TacHIb Ce0sI OT 3aKaYKH BUpYCa Ha TBOE YCTPOWCTBO;
3. [Ipu ucnonb3zoBannu Wi-Fi otkmoun ¢yHkuuio "OOmuUi 10CTyn K

daiitam u npunTepam". JlaHHas (YHKIUS 3aKphiTa MO YMOJYaHWIO, OJHAKO
HEKOTOPBIC MOJIB30BATEIN aKTUBHPYIOT €€ I YA00CTBA UCIIONB30BaHUs B paboTe
win y4eoe;

4. He ucnonesyit mybnuunsnii WI-FI nns mepenaum mu4HBIX TaHHBIX,
HaIlpuMep U1 BBIXO/1a B COLIMAJIBHBIE CETH WM B MJIEKTPOHHYIO MTOYTY;
5. Hcenonp3yit Tonmpko 3amunieHHoe coenuHenne udepe3 HTTPS, a ne

HTTP, T.e. npu Habope BeO-aapeca BBoau uMeHHO "https://";



6. B MmobunsHoM Tenedone otkioun Gynkiuto "l[logkmouenue k Wi-Fi
apToMarnuecku'". He nomyckail aBTOMAaTHYECKOIO MOJKIKOYEHHUS YCTPOMCTBA K
cetsim Wi-Fi 6e3 TBoero coriacusi.

CounuanbHBIE CETH

CornuanabHbIe CETH aKTUBHO BXOST B HAITY KWU3Hb, MHOTHE JTFOJU PabOTaroT
¥ )KUBYT TaM TIOCTOSIHHO. MHOTHE TTOJIh30BaTEM HE TTIOHUMAIOT, YTO WH(OpMaIus,
pa3MeIeHHass MMU B COITMATIbHBIX CETSIX, MOXKET OBITh HalICHA ¥ UCIIOJIb30BaHa KEM
YTOIHO, B TOM YHCJIC HE 00s3aTEIHHO ¢ OJIATUMU HAaMEPEHUSIMH.

OcHOBHbBIE COBETHI 110 0€30MACHOCTH B COIMAJIbHBIX CETAX:

1. Orpannub crnucok Japy3edl. Y 1e0s B JApy3biX HE JOJIKHO OBbITh
CITy4alHBIX U HE3HAKOMBIX JIIOJICH;
2. 3amuiai cBOIO YacTHYIO XKu3Hb. He ykaspiBail maponu, TenedoHsbl,

aapeca, JaTy TBOETO pOXJIEHUS M JIPYryl0 JIMYHYIO  HH(GOpPMALHUIO.
310yMBIIUICHHUKYA MOTYT UCIIOJIB30BaTh Jake HHPOPMAIIHIO O TOM, KaK Thl U TBOU
POIUTENHN TUTAHUPYETE MTPOBECTU KAHUKYIIbI;

3. 3amuinail CBOI0 penyTaluio - JIepKU €€ B YUCTOTE U 3ajaBail cede
BOMPOC: XOTeI OBl ThI, YTOOBI APYTHE TOIB30BATEIH BUAEIH, YTO ThI 3arpyKaemb?
[Tomymaii, mpexxsie 4eM 4To-TO OIMyOJIMKOBATh, HAMCATD U 3aTPy3UTh;

4.  Ecnu TBHI TOBOpUIIH C JIOJABMH, KOTOPBIX HE 3HACIIb, HE HCIOJIB3YH
CBOE peasbHOE MM M JIPYTYI0 JWYHYI0 WH(OpMaMu: UMs, MECTO KUTEIbCTBA,
MECTO y4eObl U IIpoyYee;

5. N36erait pazmemenns dortorpaduit B UHTepHeTe, riae Thl H300pakeH
Ha MECTHOCTH, TT0 KOTOPOI MOXHO OTIPEJICIIUTH TBOE MECTOIIOIOXKECHHE,
6. llpu peructpanuu B CONMAIBHOW CETH HEOOXOJWMO HWCIIOH30BATh

CJIO’KHBIC TIAPOJIH, COCTOSAIINE U3 OYKB M 1P U ¢ KOJIMYECTBOM 3HAKOB HE MEHEe
8;

7. Jlist  conumanbHOM CEeTH, TMOYThl W JAPYTMX CaWTOB HE0OXO0IUMO
UCIIOIB30BaTh pa3Hble mapoyiu. Toraa eciau Te0s B3IOMAIOT, TO 37I0YMBIIIICHHUKA
MOJIy4aT AOCTYH TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpasy.

DJIEKTPOHHBIE IEHbIU

OJIeKTPOHHBIC JIEHBI'M - 3TO OYE€Hb YAOOHBIA CMOCOO TIUIaTeXeH, OJHAKO
CYIIECTBYIOT MOIIIEHHUKU, KOTOPBIE XOTAT MOJTYUYUTh 3TH JICHBTH.

DNeKTPOHHBIE IEHbIU MOSIBUIIUCH COBCEM HEJJABHO U MMEHHO M3-3a 3TOr'0 BO
MHOTHX TOCYAapCTBAX J0 CHUX MOP HE MPOIMUCAHO PO HUX B 3aKOHAX.

B Poccuu sxe oHu GyHKIIMOHUPYIOT U O HUX YK€ IIPOIKUCAHO B 3aKOHE, 1€ UX
pa3aeNsioT Ha HECKOJIBKO BUJIOB - aHOHUMHBIE U HE aHOHHWMHbIE. PazHuia B TowMm,
YTO AHOHUMHBIE - 3TO T€, B KOTOPBIX pa3pelraeTcss MPOBOAUTH omeparuu 0e3
UuACHTU(UKAIINH TTOJIH30BATENSI, @ B HEAHOHUMHBIX UJICHTU()HUKAIUS TTOTB30BATEIS
SIBJSIETCS 00s13aTEIBHOM.

Takxke cienyer pas3idyaTh 3SJIEKTPOHHbIE (UaTHbIE JAEHBIM (PaBHBI
rOCYJIapCTBEHHBIM BaJIIOTaM) U DJJICKTPOHHBbIE He(dUaTHBIE ACHbIU (HE PaBHBI
roCyJIapCTBEHHBIM BaJlt0OTaMm).



OcHOBHBIE COBETHI IO 0€30NMacCHO# padoTe € 3JIEKTPOHHBIMH IeHbI'AMU:

1. [IpuBsxku K cyeTy MOOWIBHBIN Tene@oH. DTO camblii YJOOHBIH U
OBICTPBIN CTIOCOO BOCCTAHOBUTD JAOCTYT K cueTy. [IpuBsi3aHHBIN TenePOH TOMOKET,
eciu 3a0y/Ielib CBOM IUIATEKHBIM MApoJb WIIA 3aliJIelh Ha CAaUT C HE3HAKOMOTO
YCTPOWCTBA;

2. Ucnonw3yii ogHopaszoBeie maposid. [locie mepexona Ha YCHICHHYIO
aBTOpH3aALMI0 TeOe yke He OyAeT yrpokarb OMACHOCTh KpaXM WJIM IepexBaTa
IIJIATEAKHOTO MapOJIS;

3. Bri6epu cnoxubiit naposis. [IpectynHukam OyzetT HE MPOCTO yrajaaTrh
CJIOKHBINA napoJib. HanexHple maponu - 3T0 Mapoiau, KOTOPBIE COAEPKAT HE MEHEE
8 3HAKOB M BKJIIOYAIOT B c€0s1 CTPOUYHBIE U MPOMKUCHBIE OYKBBI, IUPPHI U HECKOIBKO
CUMBOJIOB, TaKM€ KaK 3HaK Jojuiapa, (yHTa, BOCKJIMIATEIbHBIA 3HAK M T.II
Hampumep, $tROng!;;

4. He BBOAM CBOM IMYHBIE TaHHBIE HA CaliTaX, KOTOPBIM HE IOBEPSEILIb.

DJIeKTpOHHAs TOYTa

DJNIEKTPOHHAS MOYTa - 3TO TEXHOJOTHUS U MPEIOCTABISAEMBIE €0 YCIYTH IO
MEPEChUIKE U MOJYYSHUIO AJIEKTPOHHBIX COOOIIEHUMN, KOTOPHIE pacCHpeIeIatOTCs B
KOMIBIOTEPHOU ceTh. OOBIYHO AIEKTPOHHBIA TMOYTOBBIA SIIUK BBITJISAIUAT
CIeAYIOIIUM 00pa3oM: UMs_TOJIb30BaTeNA(@uMsL_JIoMeHa. Takxe KpoMe nepeiadu
MPOCTOTO TEKCTA, UMEETCS BO3MOKHOCTh TIepeaBaTh (paiibl.

OcHoBHBIE COBETHI M0 0€30MACHOI padoTe ¢ JIEKTPOHHOM MOYTOM:

1. Hano BbIOpaTh mpaBUIBHBIA TOYTOBBIM CcepBUC. B mHTEpHETE eCTh
OTPOMHBIN BHIOOP OECIUIATHBIX MOYTOBBIX CEPBUCOB, OJTHAKO JYUIIIE TIOBEPSATH TEM,
KOT0 3HAaEIllb U KTO MEPBBII B PEUTUHTIE;

2. He yxkaspiBaii B jau4HOW TouTe JuuHylo uHbopmarmio. Hampumep,
Jyurie BeIOpaTh "My3biKanbHbINA (haHaT@" uim "pokx2013" Bmecto "temal3";

3. Hcnonp3yil AByX3TanmHyO aBTOPU3ALUI0. DTO KOTJIa MOMUMO TapOJis
HY>KHO BBOJUTH KOJ, PUChUIaeMblid 10 SMS;

4. Bri06epu cioxHblil naponb. 1 KaXa0ro moYyTOBOrO SIUIMKA JTOJKEH
OBITH CBOU HaJCKHBIN, YCTOMYUBBIN K B3JIOMY NapOJib;

3. Ecnu ecth BO3MOXHOCTH HamucaTh CamMOMY CBOW JIMYHBIA BOMPOC,
HCTIOJIBb3YH 3TY BO3MOXHOCTb;

6. Hcnonb3ylh HECKOJBKO IOYTOBBIX AIIMKOB. llepBbIM i1 4yacTHOM

MEPEnuCKu ¢ ajJpecaramMu, KOTOPBIM Thl JOBEpsElIb. DTO AJIEKTPOHHBIN ajpec He
HAJI0 UCIIOJIB30BATh MIPU PETUCTPAIIMK Ha opyMax U CalTax;

7. He otkpriBaii daiinbsl 1 Apyrue BIOKEHUs B TMUCbMaX, JaXKe €ClIM OHH
IPUIILIA OT TBOUX Jpy3eil. Jlydiie yTouyHM y HUX, OTIPABISIIN JIU OHU TeOe ITU
(aibr;

8. [Tocne oxonyaHusi pabOTHl HA MOYTOBOM CEPBUCE TEPEN 3aKPHITHEM

BKJIAJIKH C CATOM He 3a0y/b HaXKaTh Ha "Beritu".

KubepOymuHr uiv BUPTyalibHOE U3EBATEIbCTBO



KubepOyummHr -  mpeciienoBaHue  COOOIICHHSAMHU,  COJAEpKaIIUMU
OCKOpOJICHMS, arpeccuio, 3aIyruBaHue; XYJIMTAaHCTBO; COLIMAJILHOE
OOMKOTUPOBAHHUE C TIOMOIIBIO PA3TMYHBIX HHTEPHET-CEPBHCOB.

OcHoOBHBIE COBETHI M0 O0pbHOE ¢ KHOEPOYJITMHIOM:

1. He Gpocaiics B 00#. JIyumuii crioco0: TOCOBETOBATHCS Kak ce0sl BECTH
U, €CJIM HET TOr0, K KOMY MOXKHO OOpaTHThCA, TO BHaYaje yCHOKOUThCs. Ecim Thi
HaYyHelllb OTBEYaTh OCKOPOJEHUSMU Ha OCKOPOJEHUs, TO TOJBKO elie OoJiblie
pazoAOKeIb KOHPIIMKT;

2. VYnpapisii cBoelt kubeppenyTrauuei;

3. AHOHUMHOCTH B ceTH MHUMad. CyIlIecTBYIOT CIOCOOBI BBISICHUTH, KTO
CTOMUT 32 aHOHHUMHBIM aKKayHTOM;

4. He crout BecTn Xynuranckuii o0Opas BUPTYaJIbHOM XKu3HU. HTepHET
dbuKkcHpyeT Bce TBOM JIEHUCTBHS W COXpaHSIET UX. YJAIUTh WX Oyner KpaiiHe
3aTPyAHUTEIIBHO;

3. Coburofail CBOIO BUPTYaIbHYIO YECTh CMOJIOAY;

6. HUrnopupyit enuHudHbIi HeraTuB. OaHOPA30BBIE OCKOPOHTEIIHHBIC

COOOIIeHUS TydIlie UTHOpUPOBaTh. OOBIYHO arpeccus MPEeKpaIaeTcss Ha HaYaIbHON
CTaJuu;

7. Bban arpeccopa. B mporpamMmmax oOMeHa MTHOBEHHBIMU COOOIIICHUSIMU,
B COIMAJIbHBIX CETSAX €CTh BO3MOXXHOCThH OJIOKMPOBKH OTIPaBKU COOOIIEHUM C
OTIPE/ICIICHHBIX aJIPECOB;

8. Ecnu Te1 cBuzaerens kubepOysumnHra. TBou IeHCTBUSA: BBICTYIHUTh
NpPOTHB TpecieoBaTelis, IOoKa3aTh €My, 4YTO €ro JCHCTBHUS OLICHUBAIOTCS
HEraTHUBHO, TMOJAJIEPKATh MKEPTBY, KOTOPOH HYy»HA TMCHUXOJOTHYecKas MOMOIIb,
COOOMIUTH B3POCIIBIM O (PaKTe arpecCUBHOIO MOBEJICHUS B CETH.

MoOunbHBIN TenehoH

CoBpeMeHHbIe CMapTQOHBI U TJIAHIIETHI COJIePkKAT B c€0€ BIIOJIHE B3POCIBIMA
GbyHKIIMOHAN, W TEmepb OHM MOTYT KOHKYPHUPOBaTh CO CTAaIl[MOHAPHBIMU
KoMmnbiloTepamu. OJIHAKO, CPEJCTB 3aAIIUTHI JIsl MOJOOHBIX YCTPOMUCTB MOKA OYEHb
Majo. TecTupoBaHUE U MTOUCK YSA3BUMOCTEHN B HUX MPOUCXOJAUT HE TaK UHTEHCUBHO,
kak juis [1K, To e caMoe kacaeTcs U MOOUIIbHBIX MPUIOKEHUM.

CoBpeMeHHbIE MOOWIbHBIE Opay3epbl yXe€ MPaKTUYECKH JOTHAIH
HACTOJIbHBIE aHAJIOTH, OJIHAKO pacliupeHue (yHKIMOHAIa BIEYET 3a coOoM
OOJIBIITYIO CIIOKHOCTh U MEHBIIIYIO 3aIUIIEHHOCTD.

Jlanexko He Bce MPOU3BOAMUTENM BBITYCKAIOT OOHOBJICHUS, 3aKpPbIBAIOIINE
KPUTHUYECKUE YSI3BUMOCTH JIJIsl CBOMX YCTPOUCTB.

OcHOBHBIE COBETHI I 0€30MaCHOCTH MOOMJILHOTO TeJiepoHA:

1.  Hwuuero He siBisieTcs mo-HacTosmeMy OecriaTHbIM. by ocTopoxkeH,
BeJlb KOTJa TeOe MmpejyiaraloT OeCIUIaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI
KaKue-TO TJIaTHBIC YCIIYTH;

2. Hymaii, npexzae yem otmnpaButb SMS, ¢porto umm Buaeo. Tel TOUHO
3Haelllb, I'/1€ OHU OYyT B KOHEUHOM UTOre?
3. Heo6xonnmo 0GHOBIISATH ONEPAIMOHHYIO CUCTEMY TBOETO cMapThOHa;

4. Hcnonb3yit aHTUBUPYCHBIE TPOrPAMMBI JIsI MOOUJIBHBIX TENE(POHOB;



3. He 3arpy>1<a1”4 IMPUIOKCHNUA OT HCU3BCCTHOI'O HMCTOYHHKA, BCAb OHHU
MOI'yT COACPKATb BPCAOHOCHOC ITPOrpaMMHOC O6€CHC‘I€HI/IC;

6. Ilocne Toro kak Tbl BBIMACHIL C CalTa, T[JI€ BBOAWUJI JIMYHYIO
uH(bOpMaIIO, 33/ B HACTPOUKHU Opay3epa u ynaiu cookies;

7. [lepuonnuecku npoBepsii, KaKue IJIaTHbIE YCIYTM aKTUBUPOBAHbBI Ha
TBOEM HOMEDE;

8. JlaBaii cBOif HOMep MOOMIIBHOTO TeIe(POHA TOJIBKO JIFOISIM, KOTOPBIX ThI
3HAEIlb U KOMY JIOBEpSEIIb;

9.  Bluetooth nomxkeH ObITH BBIKIIIOUEH, KOTJIa Thl UM HE Mojb3yenibes. He

3a0bIBail MHOT1a TPOBEPSITH 3TO.

Online urpsi

CoBpeMEHHbIE  OHJIAMH-UTPBI - OATO  KPACOYHbIE, 3aXBaThIBAIOIIME
pasBiieueHus, OOBEIUHSIONINE COTHH THICSY YEJIOBEK MO Bcemy Mupy. Urpokwu
UCCJIENYIOT JTaHHBIH UM MHp, OOIIAIOTCS JAPYT C JPYrOM, BBIMOJHSIOT 3aJaHUs,
CpakaloTCsl C MOHCTPAMHM M TMOJY4YarOT OMbBIT. 3a YJOBOJILCTBUE OHU ILJIATAT:
MOKYTAIOT JUCK, OTUIAYUBAIOT A0OHEMEHT WJIM MPUOOPETAIOT KAaKUEe-TO OIIIUU.

Bce 3T cpenctBa uayT Ha MOAJIEPKAHUE U PA3BUTHE UTPHI, 4 TAKKE HA CaMy
0€30MaCHOCTh: COBEPILICHCTBYIOTCSI CUCTEMbI aBTOpPU3AIlMU, BBIITYCKAIOTCS HOBbBIC
natyu (1udpoBbIe 3aIIaTKU JJIsl IPOTPaMM ), 3aKPhIBAIOTCS YSA3BUMOCTH CEPBEPOB.

B nogo0HbBIX UTpax CTOUT onacaThCs HE CTOJIBKO CBOMX COMEPHUKOB, CKOJIBKO
KpaX<u TBOETO MapoJisi, HAa KOTOPOM OCHOBaHa CHUCTeMa aBTOpU3AIMU OOJbIIMHCTBA
urp.

OcHoBHbBbIE COBEThI 10 0€30IACHOCTH TBOEI0 HI'POBOI0o aKKayHTa:

l. Ecnu gpyroit wurpok Beaer ce0si IUIOXO WM co3daer Tebe
HEMPUATHOCTH, 3a0JIOKUPYH €ro B CIIUCKE UTPOKOB;

2. [Toxanyiics agMuHHCTpaTOpaM WIPbl HA IUIOXOE IOBEACHHUE 3TOrO
UTPOKA, JKEJIATEeNIbHO MPUII0KUTh KAaKUE-TO JOKA3aTeIbCTBA B BUJE CKPUHOB;

3. He yxa3piBaii muunyro nHbopMaIiio B mpodaiiie urpsi;

4. YBaxkall Apyrux y4aCTHHKOB I10 UIPE;

5. He ycranaBnuBaii HeopuImaabHbIe MATIYN U MOJIBI;

6. Hcnonp3yii CII0OXKHBIE U pa3HbIE TAPOJIH;

7. Jlaxxe BO BpeMsl UIPbl HE CTOUT OTKJIIOYaTh aHTUBHUpYC. [loka TbI

UTpACIllb, TBOM KOMIIBIOTEP MOTYT 3apa3UTh.

OUIIMHT WK Kpayka JTUIHBIX JTaHHBIX

OOBIYHON Kpaskell JeHer U JOKYMEHTOB CETOAHS YK€ HUKOIO HE yJIMBHIIIb,
HO C Pa3BUTHUEM WHTEPHET-TEXHOJOTUN 3J0YMBIIUICHHUKH TEPEMECTUIUCh B
UHTEPHET, U MPOJIOJDKAIOT 3aHUMATHCA " TIOOMMBIM" JIEJIOM.

Tak mosiBMIach HOBas yYrpo3a: UHTEPHET-MOIIEHHUYECTBA WA (DUIITUHT,
TJIaBHAsl 11€7b KOTOPOTO COCTOMT B TONYYCHHH KOHQMUIEHIIMATBHBIX JaHHBIX
MI0JIB30BATEJICH - JIOTMHOB U mapoiei. Ha anrnuiickom si3pike phishing yntaercs kak
¢ummnr (o1 fishing - peiOHas n0Bms, password - Tapob).

OcHoBHBIE cOBETHI 10 00pBLOE ¢ PUINMHIOM:



1. Crnenu 3a cBonM akkayHToM. Eciiy ThI 110103peBaetiib, YTO TBOSI aHKETA
Obl1a B3JIOMaHa, TO HEOOX0IMMO 3a0JIOKMPOBATH €€ U COOOITUTh aIMUHUCTPATOPaM
pecypca 00 3TOM KaKk MOYKHO CKOpee;

2. Hcnonb3yit Oe3omacHble BeO-CalThl, B TOM 4YHCJE, WHTEPHET-
Mara3uHOB U ITOUCKOBBIX CHCTEM,;
3. Hcnonb3yil cla0XKHBIE U pa3Hble Mapoyid. Takum o0pa3oM, eciu Te0s

B3JIOMAIOT, TO 3JIOYMBILUIEHHUKH MOJYy4YaT JOCTYI TOJBKO K OJHOMY TBOEMY
npo( U0 B CETH, a HE KO BCEM;

4. Ecnu Tebst B3oMmanu, TO HEOOXOIMMO MPEAYNpPEaUuTh BCEX CBOMX
3HAKOMBIX, KOTOpbIE 100aBJI€Hbl y T€OSI B APY3bsX, O TOM, YTO T€OS B3JIOMANIH H,
BO3MOYHO, OT TBOET0 UMEHHU OYJIET pacchlIaThCs CIaM M CChUIKHM Ha (PUIIMHTOBBIE
CalTHhI;

5. VYcranoBu HazexHbIN apoiib (PIN) Ha MoOunbHbIN TenedoH;
6. OTkJTr0uM coOXpaHeHue napods B Opaysepe;
7. He otkpriBaii ¢aitibl 1 Apyrue BIOKEHUS B MUChbMaX, TaKe €CIIM OHU

IPUIILIA OT TBOUX Jpy3eil. Jlydiie yTouyHM y HUX, OTHPABISIN JIU OHU TeOe ITU
(aibl.

[Mudposas penyramms

[udposas pernyTanus - 3T0 HEraTUBHAs WU O3UTUBHASI MH(OPMAIIUS B CETH
o Tebe. Komnpomerupyromas uHpopMmaius, pa3MelieHHas B UHTEPHETE, MOXKET
CEpPbE3HBIM O00pa3oM OTpa3uTbCAd Ha TBOEW peanbHOM ku3HU. "Lludposas
penyTanus" - 3T0 TBOM UMUK, KOTOPbIA GopMupyercs U3 uHpopmanuu o Tede B
UHTEPHETE.

TBoe MecTo KUTENbCTBA, YyueObl, TBOE (PMHAHCOBOE IIOJIOXKEHHUE,
0COOEHHOCTH XapaKTepa U pacckasbl O OJM3KUX - BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue mnoApOCTKH JIETKOMBICIEHHO OTHOCSTCS K IyOJUKalWW JINYHOU
uHdopmaruu B MHTEpHETE, HE MOHUMAsT BO3MOXHBIX MOCHEACTBUM. Thl naxe He
CMOJKelIb JIorajaThcsi 0 TOM, 4To ¢ororpadusi, pa3melleHHas 5 JeT Ha3ajl, cTaia
IPUYUHON OTKa3a NPUHATH TeOs HAa paboTy.

KommenTapuu, pasmenienne TBoux (otorpaduii u 1pyrue IeHCTBUS MOTYT
HE MCYE3HYTh JIAXKe MOCIE TOr0, KaK Thl X YJAIHILIb. Thl HE 3HACIIb, KTO COXPAHMII
3Ty HH(QOpPMAaLIKIO, MONaja JIi OHA B IOMCKOBBIE CUCTEMBI M COXPaHWIACh JIU OHA, a
[JIaBHOE: YTO MOAYMAIOT O TeOe OKpY>KaroUIue JIOAU, KOTOpble HAUAYT U YBHUIAT
sT0. Haiftu uHpopManmo MHOTO JIET CHOYCTSI CMOXKET JI000HM - Kak M3 J00pbIX
noOyXICHU, TaK U C HAMEPEHUEM MPUYUHUTD BPEA. DTO MOXKET OBITh KTO YTOAHO.

OcHoBHBIE cOBeTHI 1O 3amuTe UG POBOIi penyTanum:

1. [Togymaii, mpexxae 4yemM 4To-TO MyOJMKOBAaTh W IMepeaaBath y ce0s B
0JI0T€ WU B COLIMAIIBHON CETH;

2. B nactpoiikax npoduiis ycTaHOBH OTpaHUYEHHS Ha TIPOCMOTP TBOETO
po(HIIA U €ro COACPIKUMOTO, CAeNIal ero TOJBKO "/ist npy3ei’;

3. He pa3smemaii u He ykaspiBaii WH(pOpMAIHMIO, KOTOPask MOXKET KOTO-
100 OCKOPOIATH WIH OOMKATh.

ABTOpCKOE IIPABO



CoBpeMeHHbIE IIKOJBHUKH - AaKTUBHBIE TIOJb30BAaTENU  LHU(PPOBOrO
npocrtpaHcTBa. OJHAKO JAleKO HE BCE 3HAIOT, YTO I10Jb30BAHME MHOTMMU
BO3MOXHOCTSIMU  IupoBOro  Mupa  TpebyeT  coOmoneHHs TIpaB  Ha
UHTEIJIEKTYaJIbHYI0 COOCTBEHHOCTb.

Tepmun "uHTeNNIEKTyanbHas COOCTBEHHOCTH" OTHOCHTCS K Ppa3IUYHBIM
TBOPEHUSIM YEJOBEYECKOTO YMa, HAuyMHAs C HOBBIX HM300pETEHHA W 3HAKOB,
0003HaYaIKUX COOCTBEHHOCTh HA MPOAYKTHI U YCIYTH, U 3aKaHYMBas KHUTaMHU,
doTorpadusmMu, KHHOQUIBMaMH U MY3bIKAJIbHBIMU TPOU3BEICHUSIMHU.

ABTOpCKHE MpaBa - ATO MpaBa HAa HUHTEIUIEKTYyaJbHYIO COOCTBEHHOCTb Ha
IPOU3BEIECHUSI HAYKH, JIUTEPATypbl U UCKYCCTBA. ABTOPCKHE IpaBa BHICTYMAIOT B
KaueCcTBE TapaHTHUM TOTO, YTO HHTEIJIEKTYaJIbHBII/TBOPUYECKUI TPyl aBTOpa HE
OyJIeT HampacHbIM, JacT €My CIpaBeJIUBble BO3MOXKHOCTH 3apaboTaTh Ha
pe3yibTaTax CBOETro TpyJAa, MOJYYUTh W3BECTHOCTh WU Tpu3HaHue. Hukro 6e3
paspenieHuss aBTopa HE  MOXET BOCHPOU3BOAUTH €ro  IPOU3BEACHHE,
pacnpocTpaHsiTh, MyOJIUYHO JEMOHCTPUPOBaTh, MpOJaBaTh, HMIIOPTHUPOBATH,
nycKaTb B IPOKaT, MyOJIMYHO HCIONHSTH, IMOKa3bIBaTh/UCIONHATh B d3dupe win
pasmewars B IHTepHere.

Hcnonp3oBanne '"muparckoro" MPOrpaMMHOTO  OOECIEYEHUS  MOXKET
OPUBECTH K MHOTMM pHUCKaM: OT IOTEPH JAHHBIX K TBOMM aKKayHTam J0
OJIOKMPOBKU TBOETO YCTPOMCTBA, IIe YCTAHOBJICHA HeJieralibHas mporpamma. He
CTOMT TaKXe 3a0bIBaTh, YTO CYIIECTBYIOT JIETajdbHble M O€CIUIaTHBIE MPOrPaMMBbl,
KOTOPBIE MOKHO HalTH B CETH.



